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MNOJIOKEHUE

06 obecnevennn 6e3002CHOCTH NEPCOHATBLHBIX
AAHHBIX IPH X 06padorke
B HHQOPMANHOHHOIT CHCTEMe MePCOHANBHBIX AAHHBIX
010/12K€THOT O IPOecCHOHATBLHOTO 06PA30BATEILHOIO
vuapexaeHus Boaoroackoii obnacru

«['pasoBenkcnii MO IMTEXHHYECKHI TEXHUKYM»

1. OBIIHE NOJOKEHUSI

Hacrosiuiee [lonoxenue o6 obecneucHun Ge30MacHOCTH NePCOHATBHEIX JAHHBIX 11pu
0bpadoTke B HHPOPMALUMOHHOI CHCTEME ITePCOHANBHBIX JaHHBIX (Jasiee — [loaoxkenune) BITOY
BO «I'psasoBeuxuii nmonmrexHuueckuii  TeXHMKYM»  (nanee — TEXHUKYM) pazpaboTaHo E
coorBeTcTBUM ¢ [loctanopnennem llpaButensctsa P® or 17.11.2007r. Ne 781 «O06
YTBEPICIEHUH TOA03KCHuA 00 obecreyennn 0e30MaCHOCTH NEPCOHATHHBIX TAHHBIX NPH KX
00padoTKe B HHPOPMALIHOHHBIX CHCTEMAX ITePCOHATLHBIX TAHHBIXY.

Hacrosiiuee [lonoxenne ycranaBinaeT TpeGOBaHHS K 00ECICUCHUI OE30MACHOCTH
IEPCOHANLHBIX JIAHHBIX NIPH HX 00paboTke B MH(YOPMALMOHHBIX CHCTEMAX MEPCOHATBHBIX
AGHHBIX  TEXHHKYMa. MPEICTaB/SIIOUIMX CO0O0H COBOKYNHOCTH 1IE€PCOHATIBHBIX  JaHHBLIX.
cojepKalMXes B 0a3ax JIaHHBIX TeXHHKYMa, & TakkKe HHOOPMAUHOHHBIN TEXHOJOrHE M
TEXHHYCCKUX CPEJICTB, MNO3BOJAIOIMX OCYLIECTRIISTE 00PabOTKY TaKHX 11ePCOHAILHBIX JAHHbIX
C MCIIOJIL30BAHUEM CPE/ICTB aBTOMATH3AIMH (fa1ee - HHPOPMALHOHHBIE CHCTEMBI).
1.1.TTon  TexHuueckumu  CcpeicTBaMH,  MO3BOAIONIHAMH OCYIICCTBASTE  00paboTKy
TNEpCOHATILHBIX JAHHbIN, OHUMAOTCS CPEe/ICTBA BRIMUCIUTENLHOM TEXHHKH, WHOOPMALHOHIIO-
BLIMHUCTHTEILHBIC KOMILICKCBL W CETH. CPEJICTBA H CHCTEMBI MEpeiadu. npHemMa M 06paboTki
NEPCOHAILHBIX  JAHHBIX.  [IPOrPAMMHBIC — CPEICTBA,  CPEACTBA  3alUMTH  MHMOPMALH.

MNpUMCHACMBIE B H]'{(i)Op.\Ia!lHOHHbIX CHCTEMaXx.

2. TEPMUHbI W OIIPEJIEJEHUS




2.1. Tlepconanbhbie panuble - moGas HHPOPMALKS, OTHOCAIIASCH K [PAMO WM KOCBEHHO
OTIPEICACHHOMY WIH ONPEACIAEMOMY (QH3HUCCKOMY JHLY (CyOBEKTY MCPCOHATLHBIX JAHHDIX)
(cT. 3 D3 PD o1 27.07.2006 . N 152-B3 «O NIEPCOHATBHBIX TaHHBIX» ).

2.2. ndopmaunonnas  crcTeMa  MepCOHATBHBIX  TaHHBIX (UCT1IH) - coBOKymHOCTL
CoZepKAlMXCs B Da3ax JAaHHBIX MEPCOHATBHBIX JAHHBIX M OBECHCHHBAIONINX MX 0GpaboTKy
HHQOPMAIIMOHHBIX TEXHOIOIHH W TEXHHUECKMX cpecTB (cT. 3 @3 PD or 27.07.2006 r. N 152-

D3 «O nepcoHaANBbHBIX JTAHHBIXY ).

2.3. O6pabotka nepcoHaTbHBIX NAHHBIX - JH0G0e JIeHCTBHE (orepaiyg) WM COBOKYIHOCTD
NeHCTBHI (Omepauuii), COBEPIIAEMBIX € HCIONL3OBAHHEM CPEICTB aBTOMATHZANAH WIH Ge3
UCHO/IL30BAHMS  TaKHX CPEACTB C MNEPCOHATBHBLIMM JIAHHBIMH. BKIIOYast cOOp, 3armuck.
CHCTCMATH3AMIO. HAKOIICHHE, XPAHCHHE, YTOUHCHHE (OOHOBIICHME, H3MEHEHHE). H3BIEUECHHC.
HCHNOIBL30BaHKE, nepenavy (pacnpocTpaHeHHe. [PeoCTaBICHHE, JOCTYI), 0Oe3/IHUMBAKHE.
brokHpoBaHHe. y/laNeHHe, YHHYTOKEHHE IEPCOHANBHBIX JaHHBIX (cT. 3 @3 Pd ot 27.07.2006 1-

N 152-®3 «O nepcoHabHBIX JaHHBIX ) ).

2.4.PacnipocTpaHeHne NepCOHATBHLIX JAHHBIX - 1eCTBHS. HANpPABJICHHBIE HA PAaCKPLITHE
NEPCOHANILHBIX IAHHBIX HeolpeneaeHHoMY Kpyry auil (ct. 3 ®3 P® ot 27.07.2006 r. N 152-03

«O TepcOHANBHBIX JTAHHBIX?).

2.5, VHHUYTOMKEHHE MEPCOHANBHBIX JAHHBIX - JeHCTBHS. B PE3YIbTATE KOTOPHIX CTAHOBHTCS
HCBO3MOMKHBIM BOCCTAHOBHTDL COJCPIKAHHE MEPCOHANBHBIX JIAHHBIX B UH(DOPMALKHOHHON cHCTeMe
IIEPCOHANILHBIX IAHHBIX W (WIIH) B PE3YJILTATE KOTOPIX YHHUTOKAKOTCS MATEPHATIBHBIE HOCHTEIH
NepCoHaLHBIX AaHHbIX (c1. 3 @3 PD o1 27.07.2006 r. N 152-®3 «O nepcoHanbHbx JIAHHBIX» ).
3. OCOBEHHOCTH OBECNEYEHHS BE3ONACHOCTH NEPCOHAJTBHBIX
AAHHBIX [TPH UX OBPABOTKE B UHOOPMALIMOHHOIM CUCTEME
IMNEPCOHAJIBHBIX JIAHHBIX

3.1. BesonachocTs ICPCOHANBHLIX  JAaHHBIX  JIOCTHIAaeTcs nyTem HCKITIOYEHHS!
HECAHKIMOHUPOBAHHOIO. B TOM HYHCJE CIy4aifHOTO, AOCTYNA K NEPCOHATBHBIM JaHHBLIM.
PE3yIbTATOM KOTOPOIO MOKET CTaTh YHHUTOXKCHHE, H3MEHEHHE, GIOKHPOBaHKe, KOMHPOBaHHe.
PaCnpoOCTPAHEHHE NEPCOHANBHBIX 1aHHBIX, @ TAKKE HHBIX HECAHKIIHOHUPORAHHLIX J1eHCTBHIL.

3.2. Be3onacHocTh MepcOHANTBHBIX JAHHDBIX npu ux o0paboTke B HHPOPMALMOHHBIX CHCTEMAX
O0ECMEUUBACTCA € TOMOIIBIO CHCTEMBI  3ALMUTH] NEPCOHATBHBIX JIAHHBIX, BKJIIOYAIOL[E
OpraHH3allHOHHBIE MEpbl M CpeacTBa 3aliHUThI PIHd)OpMElLlI’lI/I (B TOM 4YHCIIE II]l’I(prBEUIbelC
(Kpurrtorpauyueckue) cpencTBa, CpescTBa Mpea0TRPALLCHHUS HECAHKIMOHKUPOBAHHOTO JIOCTYA.
YTCUKH HH(OPMALHK 110 TEXHHYECKHM KaHATAM. MPOrPAMMHO-TEXHHYCCKHX BO3(€HCTBUE Ha
TEXHHUYCCKHE CcpeacTBa 00padoTKH MEePCOHATBHBIX JAHHBIX), a4 TAKIKE HCTIOJIB3YEMBIE P

HH(I)ODM&IIHOHHOFI CHCTEeMe nndaopmauwmmme TEXHOIOI'HMU. TexHuueckwe u IporpamMMHbic




CpencTBa MOOJIKHEL YAOBJICTBOPATH YCTAHABIHBAEMbBIM B COOTBETCTBUH C JAKOHOIATEIbCTROM

Poccutickoit ®exepaiuiu TpeGoBaHMsM, 0GCTICHHBAIONINM 3AIHTY HHQOPMAINIH,

3.3. PaGotsl no ofecnedeHno Ge30MacHoCTH NEPCOHANBHBIX JAHHBIX 1IpH HX 00padoTKe B
HHOOPMAIMOHHBIX ~ CHCTEMax SBISIIOTCS  HEOTHEMIIEMON  YaCTHIO padoT Mo  CO3JaHUI0

HH(OOPMAIIHOHHBIX CHCTEM.

3.4. Cpencrea 3ammTel MHGOPMAIMH, NPUMEHAEMBIE B MHQOPMALMOHHLIX CHCTEMaX. B
0053aTEILHOM MOPSIKE MTPOXOIAT TIPOLE/YPY OLEHKH COOTBETCTBHS B YCTAHOBICHHOM 3aKOHOM
MOPSiTIKE.

3.5. Hudopmauuonnsic crucreMsl B TEXHHKYME KIACCHOUIUPYIOTCS B COOTBETCTBHU ¢
«Iopsiakom npopenenus knaccupuKaun HHGOPMALHOHHBIX CHCTEM IIEPCOHAIBHBIX JAHHBIXY.
yrBepiaeHHEIM npikasom PCTOK Pocenn, dCE Pocenn, Munundopmessn Pocenu ot 13
(espana 2008 r. Ne 55/86/20, B 3aBMCHMOCTH OT 00BEMA 00pabaTbiBAEMEIX UMH TEPCOHATBE bIX
J@HHBIX M yrpo3 O€30MaCHOCTH JKM3HEHHO BAKHBIM HHTEPECAM .IMUHOCTH, OGIECTBA M

rocynapcTsa.

3.6. OO0MeH mepcoHanbHBIMH JaHHBIMH npu nx 00paboTke B MH(OPMAIMOHHBIX CHCTEMAx
OCYUIECTBIACTES MO KaHalaMm CBS3H, 3alUHTa KOTOPBIX O0ECHeUHBAETCS MyreM peand3aliui
COOTBETCTBYIOLUHX OPraHU3allMOHHBIX MEp, a TaKkKe NPUMEHEHHS TeXHHUECKHX | (nm)

MPOrPaMMHBIX CPEJCTB.

3.7. Pasmemenne uHPOPMALHOHHBIX CHCTEM. cnenuanpHOe  O0OpY/IOBAHHE M OXpaHa
NIOMEIUCHHH, B KOTOPBIX Belercs paboTa ¢ NePCOHANBHBIME JAHHBIMIA. OpraiM3alms pekHma
odecrieueHust 0€30NACHOCTH B OTUX IMOMEUIEHHSX JOMKHBI OOECIICUMBATE COXPaHHOCTH
HOCHTENICH TEPCOHATHLHBIX JAHHBIX M CPEACTB 3aHTH HHPOPMALHH. A TAKKE HCKTIOUATE
BOSMOZKHOCTE  HEKOHTPOTMPYEMOTO IIPOHUKHOBEHHS. WM NPeOBbIBAHKS B 9THX MOMEIICHNSX

NOCTOPOHHUX JIHLL.

3.8. Be30mnacHocTh MepeoHANbHBIX AAHHBIX MpH HX 00paboTke B HHPOPMAIHOHHONH CHCTEME

NEPCOHANBHBIX  TAHHBIX  ODCCNICYMBAET CHELMATHCT, OTBETCTBEHHBLIH 33  oBecleyelme

GesonacHOCTH HHPOPMATIHOHHBIX CHCTEM MEPCOHATBHBIX JIAHHBIX.

4. TPEBOBAHMS 10 OBECIIEYEHHIO BE3ONACHOCTHU

4.1. Ilpu oBpaGoTke HEPCOHANBHLIX JAHHBIX B HH(QOPMALHOHHON CHCTEME JIOMKHO ObITh
olecrneyeHo:

4.1.1. nposesenue MEPOTIPUSITHIH, HaIpaBIEHHbIX Ha IpeIoTBpalleHue

HECAHKIMOHHPOBAHHOrO 10CTYNa K MEPCOHANbHBIM JIaHHBIM W (MJIH) NEPEeIaud HX JTHLAM, He

HMEIOLLIM [1paBa T0CTYNa K Tako#i MHPOpMaLHH;

4.1.2. croeBpementoe oOHapyxeHue  (BaKTOB  HECAHKUMOHHPOBAHHOIO jJocTtyna K




ICPCOHAILHBIM JIAHHBIM

4.1.3. uHenomymenye Bo3neicTBIS HA TEXHUYECKHE CPECTRA aBTOMATH3HPOBAHHON 06paboTKy
MepCOHANbHBIX  AHHBIX, B PE3yIbTATE  KOTOPOTO  MOKET  ObiTh  HAPYIIEHO  HX

(bYHKITMOHMPOBAHHKE;

4.1 4 BO3MOIKHOCTD  HE3AMC/JIMTEIBHOIO  BOCCTAHOBJICHUS NEPCOHANBHLIX  JTAHHBIX.
MO;lM(bHL{HpOBaHHbIX WA YHHYTOYKCHHBIX BCJISICTBHE HECAHKIHOHMPOBAHHOIQ JOCTyna K HUM;

415 [IOCTOSHHBIH KOHTPOJbL Haa obecreueHeM VPOBHS  3allHUICHHOCTH [TEPCOHAITLHBIN

JaHHBIX.

4.2. Meponpusarus 110 ofecrnedeHno 6e30nacHoCTH NEPCOHATBLHBIX JAHHbIX 1IPH UX 00paboTke

B HH(bOpMaLIHOHHB[X CHCTEMAX BKIIIOYAIOT B cels:

4.2.1. onpenenentie yrpo3 0Ge3onacHocTH MEPCOHANBHBIX JIAaHHBIX 1pH  HX oOpaboTke.

(hopMupOBaHKE HA HX OCHOBE MOJICIH YTPO3;

4.2.2. paspaboTky Ha OCHOBE MOE/M YIpO3 CHUCTEMbI 3alMThl TCPCOHANLHBIX AHHbIX.
00eCreYnBAIOIIEH HEHTPATH3AIMIO TIPE/INONATAEMbIX YIPO3 C MCHOMb30BAHEEM METOI0E 1
CIOCO00B 3aLHThI MEPCOHANBHBIX JIaHHBIX. MPETYCMOTPEHHBIX 1S COOTBETCTBYIOLIETO Kiacca
HMHDOPMAITHOHHBIX CHCTEM:

4.2.3. npoBepKY TOTOBHOCTH CPEJICTE  3AUIHTHI MHDOPMAMKM K HCIONB30BAHUIO ¢
COCTaBICHHEM 3AKJIIOUCHHUH O BOIMOKHOCTH HX JKCILIyaTalHH;

4.2.4. ycTaHoBKY M BROZ B JKCILIYaTALMIO CPEJICTB 3alMThl HHOOPMAIINH B COOTBETCTBHH ¢

IKCIITyaTallHOHHON M TEXHUYECKOl J0KYMEHTalHeil;

4.2.5. olydyenne IHMIL HCHOMB3YIOLUX CpelcTBa 3aIUMTEl MH(OpPMAIUK. HPUMEHSEMBIE B

MH(OPMALHOHHBIX CHCTEMAX. NTPaBUIaM paboThl ¢ HUMU:
4.2.6. y4er npuMeHSEeMBIX CPEICTB 3AUUTHI HH(OPMALIHH, SKCILTYATALMOHHOT U TeXHMYeckoil
JIOKYMEHTALHH K HUM, HOCHTEIIeH MepCOHAIBHBIX JAHHBIX:

4.2.7. yuer nnu, AONYWEHHBIX K paGoTe ¢ [EPCOHANBHBIMH JI@HHBIME B HH(OPMaLMOHHO

CHCTEME!

4.2.8. KOHTPOIb 10 COBMOIEHHIO VCIOBHH HMCTIONTB30BAHMS CpelcTE 3auuTel dadopmanmun.

HpeJIlyCMOTPCHHBIX KCIUIVATALIMOHHOH U TEXHUYECKOH JAOKVMEHTAIIHH;

4.2.9. pa3sOuparenncTBO M COCTAaBICHHE 3aKMIOYCHHH 110 (haxram mecobmomenns yemonuii
XPaHCHHs HOCHTENICH NePCOHATLHBIX JaHHBIX, HCIOIB30BAHUS CPEJCTS 3aLAThI “HpOpPMALTHH.
KOTOPBIC MOIYT HPHUBECTH K HAPYHIICHHIO KOH(MISHUIHAIBHOCTH NEPCOHANbHBIX NAHHBIX MM
APYruM  HapyIICHHSAM. MPUBOMAALUMM K CHHAKCHHIO YPOBHS 3aIMIICHHOCTH IIEPCOHATBbH bIX
JAHHBIX, pa3padoTKy W NPUHATHE MEP 1O TPEJOTBPALLICHHID BO3MOMKHBIX OIMACHBIX

NOCJCACTBUH 110100HBIX HAPYIIEHHI;




4.2.10. onstcanme cHeTeMBbI 3aIMHTHI MePCOHATBHBIX JAHHBIX,

4.3. Ocyuectsnenne MeponpusThii Mo 0GecneueHHIo Ge30nacHOCTH EPCORANBHBIX JIaHHBIX
IIpH MX 00padoTKe B MH(POPMAIMOHHON CHCTEME YNOIHOMOUYCHHBIM IMLOM BO3JArAeTCS Ha
CUCTEMHOTO aJIMHHHUCTPATOPa TEXHHUKYMa MJIH JIULO, UCIIOIHSIONIEE €ro 0643aHHOCTH.,

4.4, Croucok i, MMEIOUMX JOCTYI K NEPCOHAILHBIM  JAHHBIM, VITONHOMOYEHHBIX Ha
00palbOTKy 3THX JaHHBIX H HECYUIMX OTBETCTBEHHOCTH B COOTBETCTBUH C 34KOHO/IATENBCTROM
Poccuiickolt  Denepaimn  3a  mapyilenne pexmma  3auiuThi MEPCOHANIBHBIX  JTaHHbBIX.
YTBEPIKIACTCS MIPUKA30M IMPEKTOPA TEXHHKYMA.

4.5. PaGoTHHKH TeXHHKYMa. KOTOPBIM AOCTYII K NEPCOHAIbHBIM JIaHHbIM. 00pabaTbiBaeMbIM B
HHOOPMALMOHHON CcHCTeMe, HeOOXOAHM JUIS BLITOJHEHHS MK CIVIKeOHEIX  00sI3aHHOC e}
(lanee — monb3oBaTesn), s NOIYUEHHS 10CTYNA K HHDOPMALMOHHON CHCTeMe HaIIpaBJIs 101
NHCBMEHHBIH 3aMpOC Ha MMs OTBETCTBEHHOIO 3a o0ecreueHHe 0e30macHoCTH 11€PCOHATBH bIX

JaHHBIX.

4.6. Ilpu obuapykenun HapyueHuii NOpAAKa MPEIOCTABICHUS TNEPCOHAILHBIX JIAHHBIX
YHOIHOMOUCHHOE JIHLO HE3AME/TMTENBHO [PHOCTAHARIHBACT NIPEIOCTABIEHHE TEPCOHATBHBIX
JaHHBIX TOB30BATENAM HH(OPMALMOHHOH CHCTEMBI O BBISBJICHMS [(DUUHA HApYIICHHiT 1

VCTPaHEHHUS 3THX [PHYHH.
4.7. Wuble TpefoBanus 1o oOecreyeHnio GesonacHOCTH HHQOPMAIINA W CPEICTB 3aUMTL]

l’IH(bOpMElLIHH B TCXHHKYMC BBINOJHAIOTCA B COOTBETCTBHH C TpGﬁOBaHHHMH (I)e,[[epaﬂbﬂblx

OpraHoB MCITOJTHUTEILHON BIACTH U OPraHoB UCHOJIHUTEIBHOM BIACTH.




